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ESG Lab Reports

The goal of ESG Lab reports is to educate IT professionals about emerging technologies and products i
storage, data management anoformation security industries. ESG Lab reports are not meant to replace
evaluation process that should be conducted before making purchasing decisions, but rather to provide
into these emerging technologies. Our objective is to go over sdrtieeanore valuable feature/functions of
products, show how they can be used to solve real customer problems and identify any areas needing
improvement ESG Lab's expert thipdirty perspective is based on our own haustesting as well as on
interviewswith customers who use these products in production environments. This ESG Lab report was
sponsored byFujitsu

All trademark names are property of their respective companies. Information contained in this publication has been ohtainacces Th&nterprise
Strategy Group (ESG) considers to be reliable but is not warranted by ESG. This publication may contain opinions df E®Gujact to change from

time to time. This publication is copyrighted by The Enterprise Strategy Group, Inepkagiuction or redistribution of this publication, in whole or in

part, whether in harecopy format, electronically, or otherwise to persons not authorized to receive it, without the express consent of the igmterpr
Strategy Group, Inc., is in violatiohd.S. Copyright law and will be subject to an action for civil damages and, if applicable, criminal prosecution. Should
you have any questions, please contact ESG Client Relations at (508) 482.0188.

© 2009, Enterprise Strategy Group, Inc. All Rights Reserved.
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Introduction

The FujitstETERNUS408@rage system ia highly scalable midrange storage platform which employs enterprise
class attributes to improve data availability, securégyd operational efficiencylhis ESG Lab Report documents the
results of hand®n testing of theETERNUS400dth a focus on performance and capacity scalability, availability,
data mobility, power efficiencyand security.

Background

Organizations of all sizes are struggling to meet the conflicting challenges associated with macroeconomic global
financial uncertaity and micrelevel information storage growth and complexity. As users continue to struggle to
manage increasing volumes of data, they are also tasked to do so with constrainegen reduced resources.
Consequently, users are more willing than avewencompelled, in certain casedo look for new ways to address
their needs.

Figurel. Top Storage Challenges

In general, what are your organization's greatest challenges with respect to its
storage environment?
(Percent of respondents, N=516, multiple responses accepted

Need to improve backup and recovery process— 38%

Storage system cost | 3o
Keeping pace with overall data grow! ||| N N GGG 31%

Running out of physical spac | 0%

Insufficient capital budge! || N N N 25

General increase in complexity of IT environmer
number of servers, etc.

26%

Storage requirements/complexity related to specif

S 24%
applications

0% 5% 10% 15% 20% 25% 30% 35% 40%

Source: Enterprise Strategy Group, 20

As seen irfrigurel, recent ESG research focused on IT priorities for megiambusinessesléfined as having

between 100 and 999 employeeshows that midsized companies are heavily focused on the joinealgak of
management resource limitations (the need to improve backup and recovery processes as well as addressing
complexity in numerous areas) as well as physical resource constraints (data growth, capital budgets, system costs,
and floor space issues).

! Source: ESResearciReport,MediumSize Business Server & Storage Prioriliese 2008.

© 2009, Enterprise Strategy Group, Inc. All Rights Reserved.
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Fujitsu ETERNUS

Fujitsu has focused on these customer trends and priorities with its ETERNUS family of disk storage systems.
ETERNUS is designed to address the most crucial challenges faced by storage and IT managers today.

Figure2. The Fujitsu ETERNUS Family

Performance

ETERNUSS8000:
2,728TB (2.7PB)

ETERNUS4000:
ETERNUS 418TB
DX60/DX80: _ /
120TB

Scalability

The ETERNUSA4000 is a highly scalable, modular storage consolidation platform designed for high reliability and cos
effective performance. It offers many advanced storage attributes and functionality derivedfrdz® A (G & dzQ &
mainframe roots attuned to the needs of midsized businesses:

Capacity and Performance Scalabilityrhe ETERNUS4000 scales to 418 TB and incorporates 2.83GHz quad
core processors to significantly increase performance over previous generations.

Data Integrity¢ ETERNUS offers data block checking and RAID6 (double parity) support.

Enhanced Securitylntegrated hardwared 8 SR RIF G Sy ONRBLIIA2y > 020K W2y
Fdzy OliA2ya yR WHi NBadQ (G2 aS®O0awBE RdziENRY RINKIGS &
Data Protection and Availability A variety of higkspeed intenal and external volume copy functions

provide high availability and business continuance.

Flexible Management and TCO Reductid@apacity on Demand (CoD), online data atign, and thin
provisioning (capacity virtualization) enable better utilization of resources with no disruption to operations.
Green IT¢ Power and cooling requirements are reduced with ECO mode using MAID technology and low
power, high performance 73GBi&146GB SSD support.

The balance of this report presents the results of hands on testing of the Fujitsu ETERNUS disk storage systems wit
an eye toward validating the performance, scalability, and reliability of the platform while examining its advanced
availability, environmental, and security features.

© 2009, Enterprise Strategy Group, Inc. All Rights Reserved.
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ESG Lab Validation

ESG Lab performed hands evaluation and testing @he Fujitsu ETERNUS4GO@C dz2 A G a dzQa f 1 6 Ay |
Shown inFigure3, testingutilized Fujitsu ETERNUS storage systems connected via Fibre Channel and iSCSI to
physical and virtual server$esting waslesigned and executaasing industry standard tools and methodologies

validate perbrmance, reliability, operational efficiency, security, and availability as well as integration with VMware
Site Recovery Managér.

Figure3. The Fujitsu ETERNUS Test Bed

‘{ ‘J iSCSI
LAN
i i
~— =5
i s SA ETERNUS 8000

Physical and Virtual Servers iscs|

Il ETERNUS 4000

ESG Lab first examined the management interface of the ETERNUS, evaluating the relative ease with which volume
could be created, managed, and manipulated by a storage administrator. Fujitsu offers Storage Cruiser, a full
featured clientserver managemerapplication, as well aBSTERNUSmgr aid, providing basic storage provisioning

and performance management functionality

)

ALY

9

C

Ease of Deployment and Flexible Management

ESG Lab Testing

The first step was to launch the Storage Cruiser Configuration Navigator, deigaried. The column on the left
shows icons for all arrays under management at the top with disk level detail beneath. The main panel is a visual
representation of the selected systef8SG Lab rigitlickeR Ay (G KS YI Ay LI ySt FyR aSf S

% Configurationdetails can be found in the Appendix.

© 2009, Enterprise Strategy Group, Inc. All Rights Reserved.
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Figure4. Storage Cruiser Configuration Navigator
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The RAIDGroup Operation screen, seeRigure5, shows all disks in the system and is caloded for clarity.
Drives in RAID groups are identified by color, white designates hot spares, and dark gray indicates drives available
for assignnent. ESG Lab selected eight available drives and created a RAID6 group.

Figure5. Creating a RAID Group

IE% RAIDGroup Dperation

3|
 Devics name Base Rack |
E400004-00004 Slot
MEZE0 DE-ID 000
] RAIDGroup
RAID Level { Hot Spare :|RAIDE = (Loop 1801 | RAIG Leval
M Auton Sk | GE, TE J pmi 148068 F 15K/ FC
Dicks
Total 60 DEID 001 | B ainaioup &
T (Loop 10| palp Level
58, TE J ipm) w QIHGE F 15K/ FC
Mt Assigned| 0 3
DEI0 02| Raiparoup = = =
Data disk 40 (Loop 102)| Raip Level
Hot Spare 0 oo, 1o /] | __r]isos isirc  ~Jisoasiskiic v fimoermre | iweermic
—Current RAIDGroup
Standard capacity, 0 ¥8| ||0E10 003 | Raipgrsup = &
Quata capacity 821760 w8/ || 109 RAID Level
RAIDGroups 28, 18/ ipm x|1cn /15K Fe x| 1408 £ 15K FC x| 1408 £ 15K i e x| 1em8 £ gk e I
oroup | Lewet  [wum| oM |corer
00000 | RAIDAHD | 10 |CMAOC.. | "5‘“’?’@ RAIDGroup E & = &
0001 | RAIDISD | 4 |CM#1C.. (Loop 100)| RAID Lewal
0002 | RAIDI*O | 10 |ChR1C. 0B, 18 /) =] iece ki Fe x| 1eeme s 1k FC x| 1#ce s 1ski Fe e RE R Er 1
= | I
M Wiake | dld Dk Delete | Clear al | End | Help |
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Next, a 10 GB logicabumewas createdrom the available capacity in the newly created RAID group. ESG Lab then
ONBIGSR 'y WFEFTFAYyAGE AINRAZIEQ 6KAOK A& I 1S@& LINI 2F
ETERNUS FA ports td Tthe 10 GB volume waslded tothe new affinity group and presented to an attached

serverby assigning the host WWNs toet affinity group.The last step was to perform a rescan in Windows disk
administrator and format the new 10 GB volume. Start to finish, the entire volume creation and assignment process
took about 10 minutesThe Resource Coordinator T@¢nbt tested by EG)nables access path configuration,

which gives the ability to configuend-to-end connectivity from ETERNUS FAtwst HBAN one operation

9{D [0 (GS&aGSR GKS 9¢9wb'{ LXIGF2NV¥Qa FoAfAGe (G2 YA:
writing to the volume. ESG Lab simulated an active application tngrigdustry standard lometer benchmarking

utility.* First, lometer was started on a server attached to the ETERNUS under test. A continuous OLTP database
workload was then run againat10 GB volume mounted from the ETERNUS. While this simulated application
workload was reading and writing to the 10 GiBwne,ESG lab used ETERNUS Manager to select the volume for
migration, seen ifFigureo.

Figure6. Online RAID Group Migration Setup: Select Source

";\'IIL'H - Microsoft Internet Explorer [_[O] %]
Eile Edt View Favorites Tools Help 1]

x
RAID Migration ETERNUS8000 MODEL900 E
N Serial No. 4070619001 B

Select a volume to execute RATD migration

l\i':f;ilo'u(;:e: Status Volume Type Encryption Capacity (MB) RAID Group#

- 020032 Avaiable Open - 79488 0x00C

0x0033 Available Open - 10240 0z00E

020034 Available Open - 102400 0x00C

c - 0x0035 Avaiable Open - 1024 0z00F

[ @ - 0x0036 Avalable  Open ; 10240 0006 ]

0x0034 Avalable SDV - 2000 0x001

0x003B Available SDV - 2000 0x001

(ol - 0x0040 Available Open - 8000 0001
c - 020041 Available Open - 8000 0x001
e - 0x0042 Available Open - 8000 0x001

187 Volumes - Page 6/19

6 Jump to Page | Prev I Next

Set I Menu |

s

[ Internet

[
g
2

% Affinity groups contain unique host identifiers (Fil@annel WWNs or iSCSI initiator IQN), WWNs of the ETERNUS FAs and the volumes to
be assigned to a host or group of hosts.
*lometer is an opessource 10 measurement and characterization utility, ke for download athttp://www.iometer.org/

© 2009, Enterprise Strategy Group, Inc. All Rights Reserved.
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Next, the destination RAID group was selected and available space was allocated, as $tiguneinFinally, ESG

[F6 Of AO1SR W{SiQ (2 SESOdziS GKS YAINIGAZ2Yd 9¢9wb! {
RSAGAYIGAZ2Y w! L5 3INRAZIA P ! adbghanOX qhick lodkytdhe Sehvef BoffirmedtSat @ 2 f
lometer was still running with no disruption as the migration took place.

Figure7. Online RAID Group Migration Setup: Configure Target

23 ¥11L71 - Microsoft Internet Explorer [_]O] 7
Fle Edt Vew Favortes Took Help | & |
0=0057 Open 8000 B
020058 Open 8000
0=z0059 Open 8000
0x0054 Open 8000
020062 Open 8000
0=z0063 Open 8000
0x0064 Open 8000
[« Free 20480
0x001C Open 8000
« Free 32000
0x0011 Open 8000
0=0012 Open 8000
0x0013 Open 8000
Free 8000
0=0015 Open 8000
0x0016 Open 8000
0x0017 Open 8000
Free 1424
[Destination Capacity |
Capacity - [20480] MB
[ set ] l
&ibore L e

© 2009, Enterprise Strategy Group, Inc. All Rights Reserved.
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Figure8. Migration Complete: New Space Available

Bl = computer Management HE=E
= He Acon Vew Window Help =18 =]

2 AR B RAXESaE
[ =J Computer Management (Local) Volume | Layout | Type | Fie System | Status | Capacity | Free Space | % Free | Fauk Tolerance | ove

=1, System Tooks =] Partition Basic Heakhy 10.00GE 10.00G8  100% Mo 0%
+-{ 1] Everk Viewer =) | Partition  Basic Healthy 196 ME 196 MB 100% Mo 0%
+ 3 Shared Folders SIOATA(G)  Partition Basc NTFS Heakthy §7.39G8 8LO7GE 3% Mo 0%
) # Local Users and Groups EIMigrate (M:) Parttion Basic NTFS Healthy 10.00GB 70768 71% Mo 0%
#- 8| Performance Logs and lert: | g crem () partiion Bask NTFS Heakhy (System) 48.83GB 29.39GB  60% Mo 0%

_ﬂ\} Dervice Manager
= {5 Storage
I {@ Removable Storage
Disk Defragmenter
o Disk Management
= Services and Applcations
# B Telephony
- Services
WML Control
#- |4 5QL Server Configuration M. il |
= B Indexing Service
1 Internet Information Service B?:!'( 1

Lll=

Migrate {M:)

| N | 19;.9‘9@ 10.00 GB NTFS 10.00 GB
_— ] Online | Healthy |Unallocated

<HDisk 2 I
Basic (2:)

196 MB 196 MB

Onling Healthy

Disk 3 I
Basic

12 00 =] 12.00 GB
Orilie Unalocated -
-
4 _»| | W Unallocated [l Primary paitiion J

Within a few minutes, the volume migration completed dB88G Lab then expanded the volunséng Microsoft
Disk Administrator (seEigure8). A final examination of lometer showed that the application was still reading and
writing to the drive with no errors.

Why This Matters

Storage deployments are growing in capacity aathplexity within organizations of all sizes while IT managers
increasingly being asked to manage this growing storage capacity with stagnant, or shrinking, budgets and ¢
Efficient deployment and management of storage is essential.

Fujitsu EERNUS systems provide a straightforward management interface that offers advanced storage
functionality with minimal complexity. ESG Lab was able to provision new storage and present it to a server
than 10 minutes. Data migrations were just as emsy completely nofdisruptive, which enables administrators 1
provide better service levels to applications and users while making it easier to manage the system over its
helping further reduce costs and do more with less.

© 2009, Enterprise Strategy Group, Inc. All Rights Reserved.
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ECO Mode

ECOnodeA & Cdz2A (G aAdzQa GSNY F2NJ LJ2g SN O2y adzdnadrangnyforNB R dzO G A
"Massive Array of Idle Disks," reduces power consumption by spinning down less frequently accessed disk drives
when not in useECO rade can be set for any typs disk or RAID group in the arradfter 30 minutes idle time

drives are spun down, reducing power consumption. Read or write access to any volume on any drive in a spun
down RAID group will ractivate the drivesReactivation can take anywhere fronesonds to three minutes,

depending on the drive type and configuration.

Figure9 shows the timeline of a use case for ECO mode. In this instance, the customepos¢ésfdarge capacity

SATA disks as backup to disk targets. The drives are scheduled to spin up just before midnight, when nightly backug
jobs kick off. Thirty minutes after the last backup job completes, the drives spin down. The drives remain idle until
the next scheduled spin up or, in this case, a user requests a restore. At 9:01AM, the backup administrator initiates
a restore from the backup application. The drives spin up automatically and the restore runs. Thirty minutes after

the restore job complies, the drives spin down again.

Figure9. Fujitsu ETERNUS ECO Mode

e z <o) z
11:55PM 12.00AM  3:00AM 3:30AM 9:00AM 9:01AM 930AM 10:00AM

Drives spin up

Drivesidle i i i
andspun perschedule  Backup Dsnp\';ﬁs Restore Idslziin&fss Festore Dsrgﬁs
down andbackup  complete dowin requested autornatically complete down

performed

In this scenario, the backup to disk pool remains spun down for about 80% of the time, representing significant
power savings.

ESG Lab Testing

First, ESG Lab enabled ECO mode for RAID group 0x005, which contained a volume presented to a Fibre Channel
FGGFr OKSR 2AYyR2g64a4 ASNISNX® 9/ h Y2RS gta SylLofSR o0& &ar
seen inFigurelO.

© 2009, Enterprise Strategy Group, Inc. All Rights Reserved.
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Figurel0. Configuring Fujitsu ETERNUS ECO Mode

3 ¥11L71 - Microsoft Internet Explorer

Ble Edt Wew Favorkes Iooks b | & |
T ONIOFF only ( Schedule orly ¢ Eofh |

Exal:msl

RAID Group# RAID Level Status Controlling CM Capacity (MB) DVCF Mode  Usage o 0 ~ode Sehedtle pug siaryg Control Status
02000 RAIDS  Avalable CM#0-CPT#0 410880 - Open [ -[None <] active
02001 RAIDI+H) Avalable CM#3-CPU#1 273920 - Open, SDV ™ -[Nene =]  active
02002 RAIDS  Avalable CM#1-CPU#0 840192 - Open [ -[None =] active
02003 RAIDS  Avalable CM#2-CPU#1 1407744 - Open [ -[None <] active
02004 FAIDS  Avalable Ch#2-CPTEHO 840192 - Open [~ -|None x active
[ 0x005 RAID1  Avalable CM#1-CPU#1 704259 - Open W .[0x05-Demo =] active - ]
02006 RAID6  Avalable CM#3.CPU#0 2815483 - Open, SDV [ -|Nane =] actve
02007 RAID1  Avalable CM#0-CPU#1 704259 - Open W -[005-Demo =] idle
0x008 RAID]  Avalable CM#0-CPU#0 135960 - Open I -[None =] actve
0009 RAID1  Avadable CM#3-CPU#1 136960 - Open [ -[Nore =] active
ECO Mode Schedule List
17 Groups - Page 1/2
[ JumptoPage | Next |
Set I Menu | | |
Eloere T e

There is a drop down menu to select a schedule for disk active times if one is required. AsFsgareild, RAID
group 0x005 was active at the time ECO mode was enabled. ESG Lab waited 30 minutes after setting ECO mode ar
checked back in using ETERNUS Mandggurell shows that the RAID group was reported as idle at this point.

© 2009, Enterprise Strategy Group, Inc. All Rights Reserved.
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Figurell. Verifying an Idle RAID Group

A} ¥11L71 - Microsoft Internet Explorer M=
Fle Edt View Favorkes Tooks Help o
O ON/OFE only 7 Schedule only € Both |

ECO Mode Schedule

ON/OFE - Schedule Disk Status Control Status

RAID Group# RAID Level Status Controlling CM Capacity (MB) DVCF Mode Usage

0000 RAIDS  Available CM#O-CPU#0 410880 - Open [ -[None =] active
02001 RAIDI+0  Available CM#3-CPU#1 273920 - Open, SDV ™ -[None =]  active
0x002 RAIDS  Available CM#1-CPU#0 840192 - Open [ -[None =] active
0003 RAIDS  Avalable CM#2-CPU#1 1407744 - Open [ -[None =]  active
02004 RAIDS  Avalable CM#2-CPU#0 840192 . Open [ -[None =] actve
[ 0x005 RAID1  Available CM#1-CPU#1 704259 - Open W -[005-Demo =]  ide - ]
02006 RAID6  Avalable CM#3-CPU#) 2815488 E Open, SDV [ - |None =] actve
0x007 RAID1  Available CM#O-CPU#1 704250 - Open @ -[0d5-Demo =]  ide
0x008 RAID]  Avalable CM#O-CPU#0 136960 - Open [ -[None =] active
0009 RAID]  Available CM#3-CPU#] 136960 - Open [F]-[0d3-rg =]  active

ECO Mode Schedule List

17 Groups - Page 1/2

I_ Jump to Page | Mext |

Set Menu

£] Done © Internet %

KX

bSEGZ 9{D [0 A&daadzsSR GKS WRRQ O Figurelile reBppnsditinSaftérthg R 2 &
first command was issued was 11,078 ms, or just oteseconds. The second command to the volume returned a
response in 16ms, exactly as expected as the volume was spun baak buglpput this into contextthe Rujitsu

design minimizes the power footprint by staging the spmof drives.This reduces the mamum power demand

that would result from poweringip all drives simultaneouslyWhile simultaneous spiap would result in faster

initial responseimes, it would also require higar peakLJ2 ¢ SNJ RSYlF yRa 2y GKS Odzaid2 YSN

Figurel2. ECO Mode in Action

C:\MaidTest>set CLASSPATH=.\

C: \HdldTe°t>Jaua tlmecmd "dd if =\\.\PHYSICALDRIVE3 of=raw.i count=18 hs=1024"

command = dd ICALDRIVE3 of=raw.i count=108 hs=1024
process time 4 11878 ns

C:\MaidTest>docmd
C:\MaidTest>set CLASSPATH=.\
C:\MaidTest>java timecmd "dd if=\\.\PHYSICALDRIVE3 of=raw.i count=10 hs=1024"

command = dd if= PHYS ICALDRIVE3 of =raw.i count=18 hs=1024
process time H 16 ms

Fujitsu is conservative in its estimates and states that drives can take between one and three minuiastivate
after spinning down. This depends heavily on the drive and RAID configuration; it will certainly take longer for a
RAID6 group made up of a large number of SATA drivesactirate than a RAHD Fibre Channel drive pair.

© 2009, Enterprise Strategy Group, Inc. All Rights Reserved.
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Why This Matters

Energy costs are rigj steadily and some metropolitan data centers in the United States are already reaching
limits of local utility providers. ESG research indicates that 71% of enterprises surveyed have formal initiati
programs in place to reduce overall datanter power and cooling requirement.At odds with this is the
incredible rate of data growth occurring globally. As more and more data is created and retained, spinning d
drives represent a significantand growing portiom of energy consumed and hegénerated in the data center.

ESG Lab has confirmed that Fujitsu ETERNUS ECO mode can be use to easily and effectively reduce powt
cooling requirements by spinning down idle drives when not in use. In environments making use of large nul
of SATA dves for backup to disk or archiving, this represents a significant savings opportunity.

Fujitsu ETERNUS Disk Encryption

Thanks to information protection legislatiorincluding Sarbanes Oxley in the United States and Japan's Financial
Instruments andeExchange Lawvinformation security has gained greater significance in the enterprise. These laws
require that access to stored data is restricted to authorized users and unauthorized or accidental access to
sensitive information is blocked. ETERNUS Disagasystems provide etlisk data encryption to address this
requirement. Data can be automatically encrypted inside ETERNUS storage systems using either industry standard
128bit AES encryption or a proprietary Fujitsu algorithm. This ensures that gatagsted even if the physical

drives are removed from the ETERNUS system. The data at rest encryption is performed at the logical volume level
and is completely transparent to users with no access control or key management raqthesdncryption keys

aretied to the RAID controllers in each individual ETERNUS system.

Figurel3. Fujitsu ETERNUS Drive Encryption

e -3jkdfny94 HG=7=
1 =7=8$0GHK40-3j
g | =7=&f ad1@# _fn
ad1@¥jK40-3jkdn
Jikdmg94 HG=7=

[ . o
o ad1@#jK40-3ikdfn
[ 1 ril (#HG=7=8F0GH(*

Encrypted Yolumes

Application Servers

Fujitsu ETERNUS

® SourceES@ResearctReport Global Green IT Priorities: Beyond Data Center Power and Cdivigmber 2008

© 2009, Enterprise Strategy Group, Inc. All Rights Reserved.
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ESG Lab Testing
ESGLab Sa i SR
9YONBLIIAZY

RA &1
+2f dzySQ

s

g |

SYONBLIiAZY AY
a aSt SOGSR FTNRY

Fy 9¢9wb;| {nnnn
G§KS w! L5

aeaidsSvyo

Yyl 3¢

checkbox next to all unencrypted volumes. ETERW&Hager allows selection of individual volumes or a range, as

seen inFigurel4.

Figurel4. Convert Encryption Volume

Bl -3 v20L15 - Microsoft Internet Explorer

»RAID Management
Creati RAID Group
Dlete RAID Group
Create: Logical Volume
LUM Concatanation
Delete Logical Wolume
Set Snap Data Pool

R Migration

Logical Volume List

Logical Volumed#
Mainframe Open

Flease select volume to corwvert.

Status Volume Type Encryption Capacity (MB) RAID Group#

r 0x0028 Avallable Cpen - 1000 (005
Create Hot Spare
Dulte Hot Spare r (60029 Awailable Open 79488 004
Format Logical Valume
inkialize Snep Data Vokime r 0x0024 Avallabie Cpen 10240 006
r e002B Awailable Open 102400 Che00E
Progeess of RalD Migration
Logical Diviee Expansion Ox00ZE Avallable Open - 4095 Ox007
Change Contralling CM of BAID
B (0<002F Available  Open : 4006 <007
Ml [F - 0x0030 Avallable  Open . 4006 0007 ]
»Host Interface Management [ . 0x0031 Available  Open - 54784 0x003
»Starage Migration
r - 00032 Avallable Open 4784 003

Part or Range Selection

& Part Selection: Select Logical Volume to convent from above list.

© Range (Openk From: Logical Volumes On To! Logical Volume# Ox

F | wmpuorege | pev | wen |

&4 Volumes - Page 56

After selecting volume 0x0030 (a volume mapped to a test server containing a group of files), ESG Lab began the
encryption pocess. Bcryption status was visible directly from ETERNUS Man@gee encryption wasomplete,

ESG Labonfirmed that the files on the drive were still visible from the test server. Next, Fujitsu removed all the
drives in the RAID group containing vk 0x0030 from the ETERNUS4000 system and physisgied them in

another ETERNWYBG00.

© 2009, Enterprise Strategy Group, Inc. All Rights Reserved.
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Figurel5. Moving Drives to ®&ifferent Array

AR ¥20L15 - Microsoft Internet Explorer I [=] |
Fle Edt View Favortes Took Heb | &
ETERNUS4000 Deer e Lont
| Normal | |ETERNUS4000 Model - 60D Serial Number - DDDDA HELP
Status | Getting Started | Configuration | Settings | Maintenance | Download | Remote Support | Utilities |
Configuration > RAID Management > Convert Encryption Volume
53] 3 v20L15 - Microsoft Internet Explorer =10 =] | =|
F 1
E Error detailed information (RAID Gro 10 u
Logical Volume#
No. Status 2 Logical Volume LBA RAID Group LBA SETSL Location RO
Mainframe Open No. LBA
= GRC - 00030, 0x0000000000000020 0x0000000002710020 - DE#02 0x02710020
1 Error Disk#0E
CRC DE#02
2 . 0x0030 , 0x0000000000000021 0x00000000027100217 - ) 02710021
Error Disk#0E
3 GRe - 00030 . 0x0000000000000022 0x0000000002710022 E ?EW? 002710022
Error Disk#0E
4 CRC - 0x0030 . 0x0000000000000023 Ox0000000002710023 . DE#02 Ox02710023
Error Disk#0E
CRC DE#02
5 - 0x0030 . 0x0000000000000024 0x00000000027 10024 . ) 0x02710024
Error Disk#0E
CRC DE#02
6 . 0x0030 . 0x0000000000000025 Ox0000000002710025 - _ 0x02710025
Error Disk#0E
CRC DE#02
7 - 00030, 0 0000000000000006 0x0000000002710006 . , 002710006
Errar Disk#0E
CRO DF#0? =l
ETTOT detanea Tmormiaaon 1

As seen irrigurel5, the second ETERNAOB0 was unable to reaahy ofthe encrypted volums, returning errors
for each encrypted volume on the drives

Why This Matters

Widely publicized data breaches, privaaws, and boardroom jitters are driving a behavioral shift towards data
encryption. ESG research indicates that lost or stolen IT assets are a major source of anxiety for enterprise
concerned with confidential data vulnerability. A significant percentafgbese organizations believe that
encryption technology should be integrated into disk and controller hardwaghould personal or financial data
become compromised, the corporation would potentially be liable for damages and heavy fines. The costs
associated with the loss or theft of personal credit card information alone has been staggering: Consider, fol
exampe, one of the many public disclosures associated with the loss of tapes containing the personal data ¢
million customers. Estimating a cost of $30 to $150 per customer for notification and credit services, this sin
event translates into a total &b of between one and six billion dollars.

These incidents demonstrate that the risk is real and the costs are high. Encrypting data on disk reduces ris
potentially crippling costs, and keeps the CEO out of the headlines. ESG Lab verified Fhaitshh ETERNUS
platform secures data at rest with integrated AES encryption and prevents unauthorized data access after d
drives are removed from the system.

® SourceES@ResearctReport:Protecting Confidentidbata, March2006
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Performance andscalability

The Fujitsu ETERNUS4000 is a modular disk storage system providing entéagsistorage functionality and
availability to industry standard, open systems servers insiadd commercial and small enterprise environments.
It was architected to meet theame availability and performance requirements as its entergriass sibling, the
ETERNUSB8000, while providing a foundation for matching application requirements with appropriate classes of
storage. The ETERNUS platform offers highly available opetfadioks to activeactive controllers, mirrored

cache, a fully redundant back end and local and remote data replication options.

The basic ETERNUS architectdesigned to eliminate single points of failure, is showRigurel6. Servers

access the ETERNUS through front end channel adapters (1) which supporaeitteéoad balanced redundant
connectivity. Multiple high speed RExpress buses (2 and 3) are ugedhove control information and data within

and between Control Modules. Multiple redundant Fibre Channel loops (4) connect each disk enclosure to multiple
controllers.

Figurel6. The Fujitsu ETERNUS4000 Architecture
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ESQ@.ab Testing

ESG Lab analyzed ETERNUS system performance in an Exchange enwiraranentdit of Microsoft ESRR 2.

results and handsn testing usingdmeterworkloads designed to simulate a Microsoft Exchanger200

environment Fujitsu has published aidfosoftExchange Solution Review Progréde®RP) result for a two

controller ETERNUS2000 Model IB8G Lab performed a series of tests against an ETERNUS disk storage array in
the lab to simulate Microsoft Exchange 2007 workload scaling using lometer.

ESRIBs a Microsoft program designed to facilitate third party storage testing and solution publishing for Exchange
Server The program combirga storage testing harness ($ess) with publishing guidelindsr Microsoft Gold
Certified and Storage OEMufthers.ESRP employs the Jetstress utility to create real exchéngaffic that runs
against real exchange databasesith logging and file attachmentsexactly as in the real world@he testing is
designed to measure both the performance and reliabiitya given solutionThe performance test runs for two

hours while the reliability test runs for 24 hours. Both tests must run without exceeding a prescribed disk latency
threshold (20 millisconds) and a reliability test is performed to check for databasd log corruption at the end of

the run.Manufacturersuse the ESRP framework to tesbrage solutions and thesubmitresults toMicrosoft for
review. Links to approved solution results are posted on themtoft Exchange ESRP wehSite

The publishedESRP results are for a relatively small configuration supporting 2,500 users on just 14 disk drives
dzaAAy3d aAONRaz2FGQa | SIF@e dzaSNI LINRPFTAES o6doyn Lht{ LISNJI
array using 14, 28, and 42 drives in a RiMD configuration. lometer was used to generate a workload similar to

the 10 generated by JetStress to provide a quick estimate of the number of Exchange 2007 users that the system
could support.

Figurel7. ESG Lab Exchange Simplaffesting
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ESG lab observed a scaling factor of approximately 92% running the same workloads on successively larger groups

AAAAA

of drivesFigurel7a K2 a4 (KS LINRP2SOGSR aldrtloAftAdGe 2F GKS 9¢9wt
aAONRa2F7GQa +£SNE | SI @& daSNI LINETAES 27 sogmedwere aboutIS NJ

7 http:/Avww.fujitsu.com/downloads/STRSY S/system/eternus2@8@pv.pdf
8 http://tec hnet.microsoft.com/erus/exchange/bb412164.aspx
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15 ms for all tests. Table 1 shows the results of lometer testing and estimated supportable Exchange mailboxes
dzAAy3d aAONRaz2FiQa +SNEB | SI@de dzaSNJI LINRPFAL S

Tablel: lometerTestResults andProjection

Number ofDrives Exchange DB IOPS Number of Exchange Mailboxes

14 3,094 6,187
28 5,9% 11,909
42 8,587 17,174
112 (projected) 18,907 (projected) 37,813 (projected)

What the Numbes Mean

e The ETERNUS platform provided sufficient IO to support 17,174 Exchange users with just 42 disk drives.

e |O scaled nearly linearly as drives were added, with minimal differences in response time. This is highly
desirable as disk response time has a dineact on the user experience in an Exchange environment.

e This simulation only projects performance out to 112 drives. The ETERNUS4000 Model 400 scales to 210
drives while the model 600 scales to 420 drives. ESG Lab feels strongly that, based eynhesiiisg and
audit of published test results, the ETERNUS4000 can service much higher numbers of Exchange users.

SPEL Results

ESG Lab audite@l dz2 A i & dzQrésultslditbef SP@ &ppliBationlevel industry standard benchmaskiite
maintained by the Storage Performance Council. -BRSting generates a single workload designed to emulate
the typical functions of transactieariented, realworld databaseapplications. Transactieariented applications
are generallycharacterized byandom 1O and generate both queries (reads) and updates (wriegmples of
those types of applications include OLTP, database operations, and mail server implementations.

Figurel8. Fujitsu ETERNUS4000 Model 500 BR£3Uts
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Source: Enterprise Strategy Group, 20
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As seen irrigurel8, Fujitsu has published an excellent resul68f003SPEL 10 requests per second at 100% load
with an average response time of 11.08 milliseconds. Response time is an extremely importaaheanhof SPC
results, as this is the delay that an application will experience (and pass on to users) when a storage system is
stressed to its limits. A result of 60,08R¢€l 10 requests per second with a response time of 11.08 ms is
impressive and indates that applications will not be waiting for data during periods of heavy use.

The SPQ benchmark synthesizes a community of users running against storage that is organized logically as would
be encountered in a realiorld application SPGs one of tle few benchmarks in the industry that helps to deliver

value inthe area of real world performance characterization and its results can be roughly mapped by users into
easily understood metrics-or a credit card database system, for instance, it mighthbenumber of credit card
authorizations that can bexecutedper £cand.

It should be noted that the numbers published in these reports are for the previous generation Fujitsu ETERNUS
subsystems. As of this writing, Fujitsu is working toward the relebapdated benchmarks which should present
higher performance numbers than currently published.

SPCI results are audited by th&torage Performance Counaild peer reviewed to ensure consistency. Executive
Summary and Full Disclosure Rep¢RDR) for each SPC benchmark resark publicly available for download and
review.” While this can be useful for comparison between vendors, it is important to note that not all vendors

LI NOIAOALI GS |yR LlzfAaK NBadzZ Gdao De{idved programi-ahdliibpesdzR a
that it will encourage other vendord enterprise class storage systems to participate.

Why This Matters

ESG research indicates that performance is a key concern when deploying mission critical applications in a
consolidated environment. With multiple application servers relying shared storage infrastructure, there is a
G2NNE GKIFG LISNF2NXYIFYyOS NBljdZANSYSyida OFywi 6S YS{
reported that performance was their top concern, followed closely by capital and operational Costs.

Through careful examination of ESRP andBRGults, combined with handm testing, ESG Lab has verified the
Fujitsu ETERNUS disk storage systems can be deployed-&ifeosvely provide predictably scalable enterprise
class storage for Exchangeda@L TP environments of all sizes with excellent gr&d#ormance, as evidenced by ¢
outstanding $6.54/SRC IOP for the ETERNUS4000 Model 500. As environments continue to grow in size an
complexity, the ETERNUS4000 can clearly provide a platform dodaffe performance and capacity scalability.

® http:/Avww.storageperformance.org/results/benchmark_results_spcl
Y source: ESG Research Repoine Impact of Server Virtualization on Stordgegcember 2007.
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Availability and Business Continuity

Fujitsu ETERNUS disk storage systems provide a broad range of data and volume protection options that enable
organizations to provide highly available storage to thegrasvithin a single system and across multiple data
centers. ETERNUS provides extensive, enterprise claystém data integrity and availability assurance. For
example, the Block Guard feature adds check codes to data and verifies the data at thel@umpter and Device
Adapter to ensure operational accuracy and doeend storage integrity. Data availability is ensured via

component redundancy, hot swap, failure isolation, mphih access as well as inti@nd intersystem volume

copy services.

ESs Lab Testing

ESG Latested system hardware availability features against an ETERNUS4000 Modetti@§ acontinuous

lometer workload against a volumgresented to a virtual Windows 2003 server in an attached VMware ESX host. A
disk drive power connetion, Fibre Channel cahlendCM (Controller Module) were all removed from the system,
one at a time, to simulate multiple failures on a running systEirst, a drive was removed from the RAID group

housing the volume under teskigurel9 shows the ETERNUS Manager hot maintenance screen displaying the RAID

group after the drive was removed from service. The hot spare drive activated automatically and the RAID group
began to rebuild.

Figurel9. The ETERNUS Manager Hot Maintenance Screen
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customer service personnel unambiguandication of the drive to be replaced and the methodology for-non
disruptively doing so.
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Next, ESG Lab pulled a power cable, removed two of the four Fibre Channel connections to the ESX server, and
disabled one of the two main controller modules in thestem, pausing to examine ETERNUS Manager after each
event. As each component was remoyéte administrator receivedn email detailing the fauland a call was

placed to Fujitsu supportometer continued to rurthrough every eventwith no errors andnly a momentary

pause in 10 when the controllenodulewas forced down.

VMware Site Recovery Manager

The test bed usetbr VMware SRNk summarized irFigure20. Disaster recovery plans were created to manage
the failover, and failback, of web and wiki servers running in the primary data cdbtmuments were uploaded to
the web server and edited while the site failover was performed.

Multiple serverswere deployedn the simulated primary and secondary data centers running our test applications
as well VMware Infrastructure Manager and VMware vCenter Site Recovery Manager.

An ETERNUS8000 Model 1100 system was deployed as the primary system and an ETERNUS4000Mdsdel
deployed as the secondary. Gigabit Ethernet iSCSI ports on the two storage systems were used to connect the two
data centers to a simulated wide area network directly with hardwaased @cryptionand WANoptimization™*

Figure20. The VMware SRNestBed
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VMware ESXi version 3.5, update 4, was used to deploy virtual machines in each of the data centers. All of the
virtual machines ran the Windows 2003 Enterprise x64, SP1 operating system. The ETERNUS8000 system ran
firmware versionv11L7land the ETERNUSX®ran firmware versioW20L15ETERNUS SF Advanced Copy
Managerwas used to replicate data volumes between systems.

' See the Appendix fanore configuration details.
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ESG Lab Testing

ESG Lab testing began with a revieva pfe-configured VMware vCenter SRM disaster recovery plan. steps
required to configure & Mware vCenter SRilisaster ecovery planare:

1. InstallVMware vCenter SREbftware on a server in each datenter

2. Installthe ETERNUS SF Site Replication Adapttre VMware vCenter SRBErver in each data center
3. Launch te VMware vCenter SREUI to create a disasteecovery plan

4. Provide the IP address of the key components in the primary data ¢émtkrding theETERNUS system
5. Provide a list o¥irtual machines to faibver

VMware vCenter SRubes the restincludingdiscovering the virtual machine resources (memory, CPU, netfwork
and drive resources) needed to automatically recreate a working application environment after a disaster.

VMware recovery plans were run during ESG Lab testing to fail over a web sepeaitagn from a primary data

center to a secondary data centék.failover with both data centers up and operatiomasperformed to confirm

that the virtual machines protected by a VMwaecovery plan (and the applications running in those machines)
couldbe successfully restarted at thegndary data center with no data loss. ESG Lab ran the site failover
immediately after an administrator added a document to a page on the web server and viewed the page to confirm
the new document was up on the siteigure21 shows the progress of the recovery moments after Bunbutton

was clicked. ESG Lab noted that progress was very easy to follow. Successfully copyae&sibs are depicted

in green, the currently executing steps are blue, and any failed steps are shown in red.

Figure21. Running aDisasterRecoveryPlan
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The fully automated recovery completed in less than five minutes. Three minutes after the failover had completed,
the virtual machine was booted and running, as sedrigure22.
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Figure22. VM Ready to Run acondarySte

Figure23 shows the website up and running on a virtual machine in the secondary system.

Figure23. ApplicationsRecovered andRunning atSecondarydte
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