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Abstract: This ESG Lab Review documents ESG Labdratessting of Veny@ & | Y SOaline-Bacizp éndvirtual
serverrecovery service The value ohandsfree remote backup andrtual serverecoveryat a Tier IWenyudata
centerlocated 1,500 miles away highlighted.

The Challenges

Businesses of all sizémym small to largewith asingle locatioror multiple sites, are seeing an explosion in the volume
of datathat needs to be stored and protectedVhether it is the result of utilizing the Inteeh sending and receiving e
mail, increasingly heavy file loagdsr rich-media application software, there @goingenormous growth in the sheer
guantity of dataunder managementin fact, ESG research indicates that nearly-thied (31%) é midmarket
organizations (i.e., 100 to 999 employees) report that storage capacity is growing at a rate of moredamaally*

Protecting these ever growing volumes of data is a high priohitya recent ESG survey 986f midmarket

organizations identified improving backup and recovery as a top IT priority over the n&8trhdnths, putting it in the
top three behind upgrading network infrastructure (32%) and increased use of server virtualizatiorf (31i%6).a Yy 2
surprise to us herat ESG that data protecticlemains at thetop of the IT priority list while backup and recovery
technology has evolved in recent years, the prioritiet @ S y' Q (i1 IDriddnagéersSakrlwayslooking for ways to
reduce the risk and cost associated withgpecting vital information assets.

The SolutionVenyuAmeriVaultBackup andvirtual ServerRecovery Services

Venyu,formed out ofonline backup service provider AmeriVaatid managed service provider NT@as launched in
April 2009 Venyuprovides remotedata protection, recoveryand availabilityservicedrom its Louisiana and
Massachusettglata centers Its remote backup andecoveryservices are:

¢ Handsfree. Venyu makes it easy to configummote backups that run automatically

* WAN efficient Datadeduplication, compression, and blelgvel differencingeduceWAN bandwidth
requirementswhile shrinkingoackup windows.

e Secure Backups aréligitally signed and encrypted for secure WAN transmission.

e Tapefree. Venyueliminatesthe cost and complexity associated with legacy tépsed data protection
methods.

e Recovery Focusedvenyu virtual server infrastructure can beed to provide automatedut of region
recovery of application servers (physical or virtdiallpwingan outage omdisaster. Data can also be
restored online, from a local vault, or via portable appliance (MobileVault).

! Source: ESG Research Rem009 iSCSI Market Adoption Update Sur&sptember 2009.
2 Source: ESG ResearEl§@010 IT Spending Intentions Surgeport to be published in January 2010).

The goal of ESG Lab reports is to educate IT professionals about emerging technologies and products in the storagegedatannand information security
industries. ESG Lab reports are not meant to replace the evaluation process that should be abbdtmte making purchasing decisions, but rather to provide insight
into these emerging technologies. Our objective is to go over some of the more valuable feature/functions of productwhbeytcan be used to solve real
customer problems and idenyifany areas needing improvement. ESG Lab's expertphiry perspective is based on our own hatmistesting as well as on interviews
with customers who use these products in production environments. This ESG Lab reposhwaissionedy Venyu
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ESG Laldested

The Enterprisetategy Group (ESG) ia analyst and strateg consultindgirm anchored in worleclass researchCore IT

services for 35 employees in the US# UK ¥ R

I KAY I

MassachusettsHistoricallyESGias used commercially available software running on an industry standard server to
manage backup and recovery services interndligta is backed up to disk and replicated to a nearby ESG facility. ESG
recently evaluated Venyu remote backup and recoxsmvices with a goal of reducing the cost, complexihd risk
associated with its existing data protection solution.

An overview of the test bed used during the ESG Lab evaluation is sh&iguiial. A physical server arainumber of
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Tier IV Venyu data center in LouisiaRemote backugettingswerS O2 y FA 3 dz2NB R ({2
connection. File, object, databgsedmailboxlevel restores were testedBusiness continuity was tested after a
simulated disasteusingthe Venyu virtualized disaster recovery infrastructure in Baton Roumeisiana®

Figurel. ESG Lab Testing\@ényuRemote Backup and Virtual SeriReacovery
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Venyu supported ESG during four major phases of the evaluation:
FYR &ATl S Pimanpsfoldge&apacity arfd yhd NI a
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for use inthe initial full backup and import into the Venyu storage vault.
e Configure A Venyu management console was installed and configured along with agents that ran on each
server to be protected.
e Monitor: The statussof hands-free nightly backupsvere monitored va a web console andmail

notification.

9{ DQ& whre soasiddredIvhiered b thO e of Bdbile Rbliance

e Recover:File, database, objecandmailboxlevel restores were tested over the WAN. A full recovery of
AYFNI a0GNUzOG dzNE ¢ & LISNF2N)SR
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data center

L¢

| tRaiveriya |

3The IT infrastructure used for this evaluation consisted of VMware ESX version 3.01, Microsoft Windows Server 2003NRi2r64 ddit,
Exchange 2007, Microsoft SQL Server 2005, and Microsoft Office SharePoint Server 2007. Venyu Backup Solution wasienguéied.
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Plan andConfigure

An email andawelcome packagprovided an excellent overview of the planning and configuration process that
occurred over thdirst three business daysf the evaluation The project began with 30 minutepre-installation call

During thiscall,+ Sy @ dz 02t f SOGUSR AYF2NNI GAZ2Y | 02 dakequitenén®@ &Thedisk A Yy T
OF LI OA G e O2 ycardateedadled@gplizaian infrastructur@50 GBand the size of ESBA  SgE A & (1 A
WAN connection (81bps) were assessed. This information was used to determine whether the initial backup (a.k.a.
seedngd0 O2dzf R 060S R2yS G20SNJ GKS gANBE O0OAl GKS, chllgdi SNYySaG
MobileVault,supplied ly Venyu. After deciding to use the mobile appliance, encryptionkey was defined to ensure

GKFG 9{DQa ol Oldzd ROl ¢ & &rbeCaiNdshed With § quickNe@iSvi didiuy’ 3 2 O
policy and scheduhg options.

A call was sdaduled for the next business day ittstalland configuresoftwareandpolicies. This call was set up as a

web enabled session so that Venyu could waékESG stathrough the installation process. Venyu software used for
central management and admimiation was installed on the physical server ESG uses for VMware adminisaaton

agent software was installed on each of the virtual servers to be backedsighown irFigure2, this phase of the
configuration proceshasthe intuitive look and feel of a standard Windovessed software installln this case, the
installation wizard is asking which backup agent to install. Note that the installer shows tifealygints that were

LINE A RSR (2 LagRidathoidiraseryctDréndichdn2livBEdlicrosoft Exchange, SharePgiand SQL
Server

Figure2. Installing Backup Solution Agents
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Two hours after getting started, the installation and configuration processnaadycomplete’ The final phase in the
process was the configuration of backup policies and schedules usiMgttyeicentral controlinterface shown in

Figure3. LY (G KAa SEIYLX ST GKS LRt A éeivEhaveljust Beersfifaiz8diNafe hat ThdeNJ 9 {
types of backup policidsave been scheduled to run nightly:

1. Bare Metal Restore (BMR) for a full restore of the entiraualized Exchangserver
2. Disaster RecoverpR)for anExchangdevel restore of each storage group

3. Message Application Programming Interface (MAPIpTfailbox or individual nail level restores

* An error during the SharePoint installation was identified and corrected during a call the nextrdagharePoint plut needed to be installed
on the virtual machine running the SQL Server instance that SharePoint uses.
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Figure3. ConfiguringBackupPoliciesand Schedules

As the installation process was finishing, ¥enyusupport team wagonfiguing ard shippng the MobileVault shown
in Figured. The MbbileVault arrived the next day andas plugged into the ESG internal networkhe first fulencrypted

backups (a.k.aseeding) ran overnight usinge local MobileVault ESGhipped theMobileVaultto the out of region
data center in Louisianasing mailing labelgrovidedby the Venyu support team

Figure4. Using a MobileVault for thErst Backupd { S SR ¢

Three workinglays after the initial planning call, nightly backups were running automatically over the IntE®@&tfelt
that the documentation and suppogrovidedduring the planning and installation process was excellent. During most
of the processye simply watched and learned as the Venyu team did the work.
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