TANEJA GROUP TECHNOLOGY

TECHNOLOGY ANALYSTS VALIDATION

THE PROTECTED BUSINESS - EVAULT ENDPOINT PROTECTION
JULY 2011

Since the dawn of digital data, storing and protecting long-term data has been an

ongoing IT task. But in the midst of data protection practices that nearly always
L focus on protecting massive scale data, IT has seldom come to grips with protecting
I

- one critical asset that may be just as important as any server - the end user’s
N ET computer.

Truth be told, there has been significant progress. One vendor in particular has
recently stood out by turning to the cloud to deliver secured protection of end user systems, often
called the endpoint. Scalability and self-service ease of use finally makes desktop protection possible
for nearly any size of business. Just as important, the ubiquitous cloud and a Microsoft Windows
Azure-based infrastructure can be reached from anywhere around the globe, promising to deliver
protection for any endpoint that can access the Internet. This vendor hasn’t missed the opportunity
to reach beyond the task of simply backing up data, but also delivers true protection that can guard
data against the loss or theft of a laptop or computer. The vendor is none other than an already
trusted name in data storage and protection: i365, a Seagate Company, and makers of EVault data
protection solutions.

With this in mind, Taneja Group decided it was time to examine EVault Endpoint Protection solution
in greater depth. To do so, we put this i365 offering through the paces in our own lab facility in
Phoenix, Arizona. What did we find? While we'll discuss the testing and findings in greater depth in
this report, our clear takeaway is that i365 is setting the bar for simplicity in deployment, reduction
in operational costs, and comprehensiveness in protecting this critical source of data in an age rife
with risk for digital loss and compromise. What we saw suggests customers can deploy an entire
endpoint data protection solution in less than an hour, while empowering users with data protection
(including loss protection) with only a few mouse clicks. 5 minutes to data protection? Totally
possible. 15 seconds to data recovery? That's what we saw. In this Technology Validation Report
we’ll review these observations and more.

THE LAPTOP CONUNDRUM

Throughout the evolution of computing, the endpoint has remained one of the most critical systems
in the business. The original endpoint was the common desktop computer that was the computing
infrastructure for conducting business in the distant past. With the onset of desktop and mobile computing,
the desktop has often been the center of content and data creation, and data often stays stored where it is
created. Our discussions with end-users today suggest that no matter the type of business, at least half of
the data that is used in day-to-day business processes is stored on endpoints; data ranging from Microsoft
Office files to rich content like video and audio. Even in business heavily biased toward centralized data,
such as scientific analysis, around-the-clock work processes and low-cost local storage encourage workers
to work with and store data locally. In other businesses with remote workers and sales forces where
pipelines, contracts, and key IP may be on laptops, the critical data on endpoints often ranges toward 80%
of the total data corpus.
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Protecting the endpoint across a distributed infrastructure has long been a hassle. In businesses where
nearly every desktop is actually a portable laptop, the lack of protection for distributed data carries
enormous risk and consequences, and there are few solutions to this problem. Not only might key business
data be lost by way of hard drive or computer failure, but by the risk of theft — often for the valuable data —
is rapidly rising. The rule of thumb today is that 1 in 10 laptops will be stolen during a three-year period of
use. In the age of ever more complex airport security and shrinking devices that are more easily tucked
away, the rate of theft and loss is only increasing. Each theft or loss incident can come at enormous cost,
with the typical costs revolving around trying to deal with the recovery and rebuild of important data. But
today it is just as common to incur even greater costs — the costs of making a formal disclosure, losing
customer confidence, incurring reputational damage, or even blackmail. Those costs can make endpoint
loss an exercise that exceeds several hundred thousand dollars.

In the past, trying to achieve protection for this precious data was an exercise in bad choices. One
option was a mission impossible goal of totally centralized data control with totally controlled access,
which inevitably led to a business that didn't work. The other option was complex sets of storage and
application software that could only intermittently protect data, or required a painful funneling of
data to a centralized site with limited bandwidth. In this scenario a growing number of users would
eventually exasperate the most patient of businesses. Both choices, and anything in between, were
compromises and both have fundamentally broken down in a world where data and systems are
more mobile and distributed than ever before.

COMPREHENSIVE ENDPOINT PROTECTION WITH EVAULT

The criticality of endpoint data demands protection that goes well beyond purely capturing and
backing up data. The endpoint requires protection against both data loss and compromise. And as
past experience has demonstrated, endpoint protection must be simple and easy to use like never
before. In fact, endpoint protection really needs to be user self service oriented, and it needs to
deliver enhanced user value to be voluntarily adopted. But simultaneously, this needs to happen with
few demands upon IT staff and IT infrastructure that are already operating at their limits.

Such a set of requirements might seem like a pipe dream at first glance, but i365 is one vendor who
has set out to deliver just that list of capabilities with their EVault Endpoint Protection suite.

i365 has approached the task of endpoint protection with a hosted offering designed for simplified
web management and user self-service. Setup does not require an IT administrator, although
organizations desiring specific configurations can mandate protection setup through a policy profile
to control end user flexibility and capability. When fully unleashed, EVault Endpoint Protection can
empower the end user with the ability to protect and recover their own data, and guards that
endpoint from theft or loss by making it possible to remotely wipe a protected system.

EVault Endpoint Protection suite is delivered as a hosted service, and has been architected to take
advantage of the scalable cloud services on the market today. The cloud-connected offering from
i365 operates on top of the Microsoft Windows Azure platform. As a Windows Azure partner, i365
has harnessed this highly scalable, globally accessible cloud service to ensure EVault Endpoint
Protection can scale to the largest of customer requirements, and does so with a level of
responsiveness that will satisfy the most demanding of businesses. Cloud computing on Windows
Azure provides a new economic model for businesses. With a cloud-based offering, there is no need
for the business customer to buy servers to run the application. As a result, businesses are able to
shift the capital expenditure associated with a traditional on-premise solution to an operating
expenditure. With Windows Azure, businesses pay only for the capacity they use - elastic scalability
ensures that there is always capacity to meet the needs of a growing business. Windows Azure also
offers the opportunity to optimize uptime and efficiency - automated service management shields the
business customer from hardware failure and routine maintenance. Robust multi-layered security
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coupled with a system designed for reliability and fault tolerance assures that the service is available
when needed.

On top of that infrastructure, EVault has built an offering that completely isolates and protects
separate organizations, enables sophisticated levels of delegation and policy definition, and secures
the data protection repository for each user with comprehensive encryption that makes sure data in
the repository can only be accessed by the authorized user. i365 looks poised to deliver a unique set
of features:

* Versatile endpoint protection of data to any depth desired.
* Hands-off implementation and operation.
* Data protection that stretches into the realm of data loss prevention.

With this focus in mind, Taneja Group set out to examine these capabilities in a hands-on exercise,
and see if EVault Endpoint Protection was as powerful, easy to use, and end-user enabled as i365
claims it is.

VALIDATING EVAULT ENDPOINT PROTECTION

To assess EVault Endpoint Protection, we turned to a hands-on evaluation in a Taneja Group
virtualized lab environment. This environment consisted of multiple virtualized desktops running on
VMware’s Fusion desktop hypervisor and on a 4 core, 16GB, Intel 320 SSD-based ESXi system,
connected together in a 1gb network environment but at various times operating from remote
locations outside the test lab environment. At various points, individual guest VM's were ported back
and forth in this environment using the VMConverter tool from VMware.

Within this environment, we simulated the acquisition, initial setup, deployment and use of EVault
Endpoint Protection across approximately 5GB of general productivity and rich media data (with the
heavier percentage of the mix consisting of general productivity data such as Microsoft Word, Excel,
PowerPoint, and Adobe Portable Document Format files). During the course of testing, we simulated
approximately 10 users setting up and utilizing EVault Endpoint Protection, across the full range of
EVault Endpoint Protection capabilities. We'll turn next to take a detailed look at our hands-on
experience and our observations.

SIMPLIFIED DATA PROTECTION

To put EVault Endpoint Protection through the paces, we started with a few simple user setups. The
EVault Endpoint Protection solution is fully managed through a web console where administrators
setup users and devices. The supported device list currently includes Microsoft Windows XP,

Windows Vista, or Windows A
Email: User permissions:

7 laptops’ tablets’ or bolesjb+whoever@gmail.com User can edit their own personal information
desktops, and Apple MaC OS First name: User can edit device names and details

User can create their own devices

3 3 3 Who

X Wlth LlnuX Support Comlng Last name: User can alter the storage quota for their devices
later ln 201 1 Ever User can reset their own devices

User can delete data from their own devices

Custom 1:
We first provisioned a Single om User can suspend or reactivate their own devices
user and ]aptop in the EVault Custom 2: User can cancel their own devices
E d . P t t b User can create their own reports
n pOlnt rotection we User can assign any permissions or
. Custom 3: administrative roles that they hold
?_0n501.e' When . z}ill b;géness User can remove any permissions or
1rst signs up with 1 , an administrative roles that they hold

administrator can access the Time zone:
web console and add users to (UTC-07:00) Arizona =)
the. system. For larger Figure 1: User setup screen in EVault Endpoint Protection web admin
environments, EVault  ; icrface
Endpoint Protection supports
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a “bulk import” capability that automatically prepopulates users and devices into the web console. As
we began our testing, none of this was done and we entered the initial users and devices by filling out
a few web page fields on three separate screens. Following this, an email invitation was sent to our
test user, containing a link to the EVault software along with an activation code.

Acting as our test user, we downloaded and ran the executable software file. After installation, the
software automatically launches a setup wizard, where the end user is prompted for the key
(provided in email) and is then walked through an initial selection of what data to protect.

Gmail - Tt ou for signi... Untitied Gt
L3 C M % https://mail.google.com ? = : 5bb99a6 8 » OG- &~
| Arizona Central ] Customize Links urce ] Gizmodo | Hotmail ) Imaging Re;au"@ J
2. Follow the instructions on the installation screens
@ EVault
Endpoint Protection
3. When activating your EIEMR Endpoint Protection client for the first time. you will be Getting started
asked for the activation URL and your persenal activation code

a. Activation URL:
NOTE: Do not click

V To get started we'll need to activate your account.
box during activation

h. Your Activation code: 5h0a-8b8f-9c8f-d122-4cf5 Flease enter the activation code from your service
NOTE: When pasting the activation code. it will paste the correct part of the provider. If you don't have an activation code, contact
code into each of the 5 boxes customer support or your system administrator.

4. Write down a secret passphrase of between 20 and 40 characters and save it

separately from your computer. This passphrase will be used in one of the encryption steps
which is vital to protect your data

Getting Help

If you need help installing or using [EXEMN Endpoint Protection. you can click the question
mark icon in the upper-right comer of the screen. To submit feedback. questions. future
feature suggestions or any other thoughts on the product. please email us at

Uninstall EYEME Endpoint Protection
Prior to installing [S¥EW Endpoint Protection, please uninstall any previous versions of
EEME Endpoint Protection from your computer by following these steps

[ show all downloads... X

Figure 2: User self-service setup of the EVault Endpoint Protection client software.

We'll note that we did test the limits of EVault Endpoint Protection by installing it on an extremely
dated and now unsupported version of Windows XP. We found that with Service Pack 3 (prior
service packs are unsupported), installation went very smoothly. At the end of the installation, we
were presented with an elegant interface that simplifies the user's view of EVault protection into two
tabs labeled "Protect” and "Restore".

© EVault Endpoint Protection @EEE Clearly, EVault Endpoint Protection built on
e an auto-scaling Microsoft Windows Azure
platform is redefining the landscape for

Tatcrae bt these bic iupee ok Horer loratees o Eicprae backup Slmphc]ty There are no Complex
& lome

ko toestons device parameters to configure. There are
Protect

— no communication problems to worry about

[m]
[m] 2l drives
0| cveiries - if the client can access the web, they will be
| Music/Audi
[ Protos/mages

Al Files My Documents

el drves able to protect data. There are no complex
i installation processes or hoops to jump
| videos internal drives

through. Just enter basic information, and
O the end user is off and running on their way
File types Locations to protection.

Add a file type and location.

Add a file type and location...

Technology Validated:

Figure 3: EVault Endpoint Protection client software.

5 minutes to install.
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DATA PROTECTED

One of the goals with EVault Endpoint Protection was undoubtedly unobtrusive, always-available
data protection and recovery. Data transmission is highly optimized to conserve bandwidth and
bandwidth utilization is throttled to make sure data protection doesn't interfere with the user
experience. The end user's computer is protected in the cloud and with a localized cache that retains
the latest changes. This offsets bandwidth irregularities or disconnections from the network while
minimizing the impact on backup and recovery operations. We put the full range of these capabilities
to the test, using a variety of data sets and clients from different locations and types of networks, and

under various working conditions. 1.5 CB Data Set 6
. . . . . 1.4 GB () Data Set Base
As the first step in our testing we started with a basic 661.3 MB Data Set 4
260MB test data set in a single folder on our Windows 631.7ME (3 Data Set 7
XP laptop (a download folder that held over a year of 547.8 ME (@ Data Set 5
downloaded office productivity files, PDFs, application 532 MB (7]Data Set 3
files, and rich media). Following the installation of our 410.3 MB [ Data Set 1
client, we selected a specific folder on our laptop for 215.1 MB (i Data Set 2
protection, and started the protection process by 148 MB () Data Set 8
clicking the "Scan Now" link in the top right corner of 16.6 ME [ Data Set 10
9.8 MB (] Data Set 9

the dialog. If there was any deficiency in the EVault

client interface, this would be it but it is a minor quibble  Figure 4: We used a variety of data during our
- the "Scan Now" link was not entirely intuitive, and test, generally revolving around MS Office
could more accurately read "Protect Now" since once it files, PDFs, limited rich media, and a limited

is clicked data protection immediately goes into play. set of applications. Our initial data set
included a download folder, but further test

In our case, the EVault Endpoint Protection began runsused just over 6GB of fairly unique data.
protecting our 260MB of data. It proved fast and

efficient. EVault immediately began creating a local vault of protected data and synchronizing the
local vault with the Windows Azure based EVault cloud infrastructure. As data protection started, the
default configuration of the EVault client kicked in and throttled our bandwidth usage to only 80KB/s.

With this level of network utilization on a residential cable connection, we saw no impact on internet
performance even though we were simultaneously accessing live video streams, using Skype, and
heavily multi-tasking with browser based applications across multiple systems. In turn, we removed
the default bandwidth throttle under settings, and let EVault perform as fast as it wanted - generating
average bandwidth utilization between 400KBps and 500KBps.

Typical bandwidth efficiency is challenging to observe short of a network sniffer, which we did not
employ. But based on the timing of data synchronization and the 80KBps bandwidth limit that we left
in place for additional tests, we’'ve concluded that EVault compression reduced our data transmission
by approximately 3 to 1. With this compression and the default bandwidth throttling, EVault should
be capable of protecting slightly more than 400MB of data in just under 30 minutes. For the typical
business only attempting to protect productivity files, it is entirely realistic to setup EVault, deploy
the software, and achieve data protection within 30 minutes.

Technology Validated:

30 minutes to data protection.
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DATA PROTECTED - THE BUSINESS EXPERIENCE

Following our initial EVault client setup, we moved on to protecting larger sets of systems and data.
We created a list of 10 user accounts, including some with multiple laptop and desktop devices, and
submitted them to i365 to evaluate their automated setup process. We also setup a couple of users
manually ourselves to review the configuration options. We then used these accounts to backup data
on several Windows 7 Enterprise virtual machines, with a variety of different data sets.

As we walked through our setup and configuration of additional users, we observed that EVault
Endpoint Protection comes equipped with a number of management and policy tools that can shape
the behavior of EVault for any sized business from the smallest to the largest. On one level, the
EVault system has an organizational hierarchy that could conceivably support business unit
delegation in large enterprises or service providers. Moreover, the system comes with pre-
configured data protection policies that can both ease and control setup by dictating what data is
protected and how frequently, or even opening the door to total user control of data protection. We
experimented with both flavors. Simultaneously, if desired the web administrative interface can also
be granularly extended to end users, power users, or other administrators with a series of check
boxes that control what they can see and do.

1
Device name (optional):

} } Report details - tanejagroup| vi.71vm

Select device policy set:

Report details: Current organization structure Inherit policy from tanejagroup.com - 'Enterprise-Self Managed' ﬂ
1 +martymarthan@gmail.com Marty |Marthan |1 0 Description Standard Self Managed Enterprise Policy

2 +maybellmaybell@gmail.com |Maybell |Maybell |1 0 Select storage quota:

3 +donahoedonahue @ = Diciendionite e - = [ 5 GB ﬂ

4 wedwardedwards @ Evault“ . . .
Endpoint Protection %} Create new device wizard

w+henryhenrickson @4

‘Wizard steps

w+barbarabarbado@d Device name (optional):

Select device policy set:

¥ Inherit policy from tanejagroup.com - ‘Enterprise-Self Managed" [N

8 +fredfrederick@gmd Enterprise-Self Managed
Enterprise-Self Managed-ARE .
9 +jonesyjones @gmal Enterprise-Centrally Managed
Enterprise-Centrally Managed-ARE
g = Professional
10 #johnjohn@gmail.c Personal-Self Managed
Personal-Centrally Managed
11 r+nancysue @gmail.c Cancg  1ial-Self Managed Next > )
~———— Trial-Self Managed-ARE —_—
Trial-Centrally Managed
12 wtestuserl@gmail.d Trial-Centrally Managed-ARE
Enterprise-Self Managed_Langdon Custom
13 anejagroup.com
i sy - - ™ [0308PM |
) Apr 06 2011
14 David |Langdon |0 0 Yes
. 01:54 P

Download report as csv

User details

Figure 5: Device and device policy configuration screens in the web administration console, and a listing of our
final end users.

Overall we were impressed by the ease of use and simplicity with which EVault could be setup to
protect data, and even as we shifted from setting up one to multiple users there was little additional
management involved. We can say with confidence that EVault Endpoint Protection is one of the
simplest and quickest solutions for desktop and laptop protection in the market. From our
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experience, we have a tough time believing any business would require much more than 30 minutes
of time to start protection of their business.

Technology Validated:

30 minutes to business protection.

DATA PROTECTED - THE USER EXPERIENCE

But user experience is at least as important as the general ease of use and speed of the solution. Many
endpoint solutions have fallen by the wayside because they were too complex or intrusive for the end
user. After setting up our additional users in EVault Endpoint Protection, our designated user emails
received invitations, and we again installed the EVault software to begin backing up our multiple
clients. Moreover, we ran these backups simultaneously over the same shared residential cable
network. During the initial data set backup, we also altered bandwidth configurations, and could see
throughput stream to high speeds ranging between 600KBps to 1MBps over multiple machines.

In some cases we used a power user type backup policy where the end user could select the location
and types of data to be protected. This includes default categories of productivity documents (PDF,
DOC, XLS, etc.), audio, video, and email and contacts, as well as configuring custom filters for unique
file types and specific file locations. In other cases, we used more limited policies that would
automatically scan for productivity documents without involving the user, but still allow the user to
restore data upon demand. We reviewed the policies for standard productivity files and found EVault
to be quite thorough in scanning data across the system in all locations.

-4 C:
=+ Data Set 10
) Proposals
=+ Users
=-{) Administrator
) L
{2 Documents I
EVault =M +-{) Favorites
Endpoint Protection vy 1“] @ ) Links
) Searches
=1+ Public
‘ A - ‘ Choose from these file types at these locations: Scan files now . j 32?::::
- File types Locations *‘ = Recorded TV
=0 Test
‘ p Protect ’ All Files My Documents + 4‘ ri\’/’o-rites
— ) [MPocument ZKE
————— |¥| | Documents mﬂnal drives b ocument 17 kB
f Restore V| | E-Mail Files internal| Documents include the following extension(s):
-_— cdt, indd, mpt, ppt, sxi, wps, cpt, indt, mst, pptm, sxw, wpt, csv, jah, pat, pptx,
Music/Audio internal | thry, xla, dbf, jbh, pdf, prm, vdx, xlam, doc, jbw, pmd, pub, vsd, xls, docm,
Jfw, pot, qpw, vst, xIsb, docx, jhw, potm, qxd, vsx, xlsm, dot, jtd, potx, qxt
Photos/Images internal | v dotm, jtt, ppa, rtf, wem, xlt, dotx, juw, ppam, s ks, xltm, dwg
v hw, wpd, xltx, di, Izh, ppsm, sxd, wpg, xps, has, mpp, ppsx, template,
V| | Text files for versioning test internal | page numbers, kth, qdf, qif, qel, qph, idx, qsd, qpd, qfp, qdt, qdb, qby,
qbx, exp, gbb, iif, gbw, tax, tax2008, q00, q01, q03, q04, q98, q99, qbl, qba,
[F1| videos internal | qbi, gbm, qdi, gfd, gfg, gfi, gfx, gmd, gmt, gnx, gpb, qph, qtx, qw5, qwb
Add a file type and location..
Which will be protected in the following location(s):
ekl e le Tymes aE Heeselloratones All internal hard drives.
s s Click the line to edit the location(s).
Figure 6: EVault Endpoint Protection client comes with a number of preconfigured file filters, and does a good job
of finding, protecting, and restoring all files scattered across a system. Using policies, administrators can elect to
let users configure their own protection, or define fixed file types and locations for protection.
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During the backups, we also roamed to coffee shops, paused and restarted machines, came and went
from wireless connections, and never had a problem. We observed continuing protection during dis-
connections and irregularities, with the ability to both protect and recover data still operating even
when an Internet connection was not available.

Technology Validated:

Invisible in operation, with excellent
ease of use for the end-user.

TOTAL PROTECTION

Simple and quick data protection isn't much good if it doesn't also pave a path to simple and quick
data recovery. EVault was no slouch in this area either. As we've mentioned already, EVault can use
a local cache to speed data recovery if an Internet connection is available. We performed one such
recovery of 260MB of data in approximately 15 seconds, which was much faster than our in-use
connection was capable of doing. The interface for selecting and restoring data is extremely
straightforward, even across multiple generations of data protection. EVault gives end-users access to
the latest version of protected data in every case, using the file name as the master reference to a
piece of data.

Technology Validated:

15 seconds to data recovery.

@' = 9 |5 Cloud Storage Products EMF Abstract Nov-2010 - Test Data.restored7 o B R
Home Insert Page Layout References Mailings Review View v @
Abstract: Taneja Group Emerging Market Forecast (EMF) on Gy
Cloud Storage Products *
This is the fourth version of this file. A v
‘_EA Home Restore: 1 file(s) totaling 15 KB

@ Confirm the time to restore from and the destination to restore to.

....... ISP case :
Group Emerging ..Iarl\et Fo rec'as't for Clou B e p——
products responsible for providing storagg

Restore file(s) to the following location:

infrastructures - gither private cloudinfral
o”glnal o

make Windows Azure possible are one suq [¥] Create new filename if existing file would be overwritten.

Restore window (restore most recent files prior to):

The report begins with a market definitior]
partitioning the market into the following « June, 2011 ’

Sun Mon Tue Wed Thu Fri Sat
29 30 31 1 2 3 4
5 6 7 8 9 10 11 [¥] 1ffile did not exist at this time, restore the first
2013 1 15 16 17 18 backup.
19 20 21 2 23 24 25
26 27 28 29 30 1 2
3 4 5 6 7 8 9
Today: 6/7/2011

Tuesday, June 07, 2011 at 101E:53 AM =

Figure 7: We versioned and restored various files throughout the course of our testing, demonstrating that EVault
effectively identifies changed file versions across backup jobs. We also demonstrated that EVault allows the end
user to restore files in the version they were in on disk at various points in time.
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While EVault races along with full restore jobs, it also protects each different file version every time it
does a backup. Our one single critique of the end user experience rests in this area: while every file
version is protected and available, finding the individual versions must be done by cycling back the
time clock without clear visibility into how many different versions of the file exist. Cycling the
restore point and watching the file size information can find different versions of the individual file.
But it isn’t easy or very straightforward, and may be the one and only time that EVault Endpoint
Protection generates a help desk call. This pales in comparison to the critique we would generate for
most newly released products, and we expect to see the future bring new capabilities here.

SECURED: PROTECTION TURNED INTO SECURITY AND MANAGEMENT

But EVault hasn't just stopped at data

protection. As we've mentioned, one of Migrating data
their most differentiating features is how
they've wrapped the endpoint in additional
governance by protecting the endpoint
against loss. i365 does this by allowing the
administrator to apply at rest encryption as
well as trigger deletion of data from a lost
system and recover data to a replacement
system. Both of these tools work with
tremendous ease of use and transparency.
Loss of a system merely requires an
administrator to select a device erase in the
web interface, and reset the device. This
will then generate a new activation key that
can be passed to the user just like the original invite. The EVault software on the original machine
will erase the data and reboot the machine on the next network access. Meanwhile, once the EVault
software is installed on a new device, the end user can access all of their protected data and restore it
to the same or different locations.

During our testing, we used EVault Endpoint
Protection as an effective data set migration tool as
well as a loss protection tool. Loss protection is a
critical element in endpoint protection strategy. But
in our view, the power of EVault as a total data
management "and" security tool shouldn't be
overlooked, as EVault may just simplify endpoint
data migration tasks alongside securing data.
Performing comprehensive data migration by user
self-service may have tremendous desktop support
impact inside any size of business.

M OO Vault dashboard

——— ® EVault”

Endpoint Protection

| have triggered a deletion of data from your lost device, and you may now reactivate 1365
eVault Endpoint Protection by downloading the client, entering the activation information
below, and your passphrase (taneja) . .
jeff@tanejagroup.com
:[ Device ID = bb45371b-3fcc-4e05-8d8e-864dbc91e633

Activation Key: 5b0a-8b8f-9c8f-d122-4¢f5

The device is about to be sent instructions to delete all protected data from
the device. Data will not be erased from the vault. The device can be reset
and restored later. You must explicitly confirm this action to proceed.

™1t is okay to delete data from this device.

OK
e

Close window

Figure 8: Protecting the endpoint against data loss by way of a remote wipe was easy and straightforward, as was
reclaiming the data onto a different device.
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TANEJA GROUP Technology Validation

We executed this task multiple times, and observed simplicity and trouble free execution irrespective
of how or where the systems were connected. The implications here are much bigger than any single
observation. Organizations equipped with a tool for remote wipe of lost systems can effectively
guard their businesses against the potentially devastating risks of data theft or loss. Those costs
aren’t inconsequential - even the smallest business can imagine the consequences of having to notify
tens or hundreds of thousands of customers about confidentiality breaches from a stolen laptop with
emails, identifiers, or worse yet, credit card or financial information. Moreover, the data
management functionality in EVault Endpoint Protection can harness the combination of at rest
encryption, remote wipe and data set protection for employee exits, reprovisioning of systems,
capturing a data set at the time of an eDiscovery request, or anywhere data needs to be reclaimed and
moved.

Technology Validated:

i365 effectively turns data protection into a
security tool by making it simple and

straightforward to remotely erase data on
protected machines that are lost, and
enabling the user to seamlessly recover to a
new system.

TANEJA GROUP OPINION

Clearly i365 is setting the bar for easy to deploy endpoint protection. As we've observed, the
combination of a hosted service in the age of the ubiquitous Internet and easy, user self-service
driven deployment has done away with many of the obstacles that have made protecting the critical
endpoint difficult. And i365 has effectively turned their data protection expertise to the protection of
data during loss or theft as well. The combination is a one-two punch that should garner the interest
of every organization - it looks like the time has arrived to finally get that valuable scattered data
protected.

In our view, i365’s secret sauce is in the rapid deployment and ease of use they’ve harnessed by
turning to a hosted cloud architecture for EVault Endpoint Protection. This tackles the biggest hurdle
to endpoint complexity: system scaling, administrative overhead, and accessibility. This also
demonstrates to many other purported cloud vendors just how a cloud service should be delivered to
solve real world day-to-day challenges. i365 has certainly been comprehensive in doing so, by
solving both data protection and data loss prevention with an enterprise-class scalable solution that
requires no infrastructure, and almost no implementation effort. The bar has been set high for the
competition, and we expect we won't see vendors come close to making endpoint protection as
comprehensive and as easy to use as EVault has done.

NOTICE: The information and product recommendations made by the TANEJA GROUP are based upon public information and
sources and may also include personal opinions both of the TANEJA GROUP and others, all of which we believe to be accurate and
reliable. However, as market conditions change and not within our control, the information and recommendations are made with-
out warranty of any kind. All product names used and mentioned herein are the trademarks of their respective owners. The TANEJA
GROUP, Inc. assumes no responsibility or liability for any damages whatsoever (including incidental, consequential or otherwise),
caused by your use of, or reliance upon, the information and recommendations presented herein, nor for any inadvertent errors that

may appear in this document.
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